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1. INTRODUCTION
Data security and confidentiality is a very important aspect in information systems today (Hasibuan
et al., 2022). Cryptography is a branch of science that studies how to secure and protect the
information (data) that is sent. The two main concepts of cryptography are encryption and
decryption (Hasan et al., 2020). The aim is to maintain the confidentiality of messages sent so that
they are not known by unauthorized and irresponsible people. The message is kept secret by
randomizing the values contained in it, resulting in a message that is difficult to understand which
results in loss of information from the message (Wasil, 2023).

Messages are information, can be in the form of text, images, sound and video (Sujjada &
Erlinda Juniar, 2022). One of the classic cryptographic algorithms is the Hill Cipher algorithm. The
general forms of classical algorithms are substitution ciphers and transposition ciphers. Substitution
ciphers are carried out by replacing (substituting) a letter in the plaintext with another letter in the
ciphertext. Types of substitution in cryptography include Single Alphabet Ciphers, Homophonic
Substitution Ciphers, Compound Alphabet Ciphers, and Polygram Substitution Ciphers. Examples
of classic cryptographic algorithms with substitution cipher form are Vigenere Cipher, Caesar
Cipher, and Hill Cipher (Widia Asiani & Yanti, 2022)(Gusmana et al., 2022). This algorithm was
created by Lester S. Hill in 1929 (Fadlilah et al., 2022).

The Hill Cipher algorithm uses a matrix of order mxm (square matrix) as the key (Rasudin
et al., 2022). The Hill Cipher method is one of several methods in cryptography. This matrix is an

Journal homepage: www.ejournal.isha.or.id/index.php/Mandiri


https://iocscience.org/
https://creativecommons.org/licenses/by-nc/4.0/

136 o ISSN 2301-8984 (Print), 2809-1884 (Online)

invertible matrix (Hasan et al., 2020). Hill Cipher does not replace each of the same letters in the
plaintext with other letters that are the same in the ciphertext because it uses matrix multiplication
as a basis for encryption and decryption (Endaryono et al., 2021) (Permata Dewi et al., 2022).
Because security depends on the confidentiality of the invertible key matrix (Hasoun et al., 2021).
For the data encryption process, it is obtained by multiplying the key matrix by the plaintext. And
the decryption process is obtained by multiplying the inverse modulo matrix with the ciphertext
(Alawiyah et al., 2020) (Hamdani & Junaidi, 2020).

In connection with the use of the inverse modulo matrix in decrypting ciphertext into
plaintext again, several rules are needed for the matrix key. In this literature, matrix analysis is
used as a key to the Hill Cipher algorithm. The matrix is a matrix with order mxm, a matrix with a
determinant not equal to zero, a matrix with a relatively prime determinant value with the number of
characters that can be used as plaintext. With a matrix order of mxm, the number of matrices that
can be used as keys will be very large. This is the strength of the Hill Cipher algorithm.

2. RESEARCH METHOD

This research method uses the literature method. Takes data with a certain number of characters
and encrypts and decrypts it with the Hill Cipher Algorithm. The key used in the encryption and
decryption process uses a 3x3 matrix. Done with different matrix determinant values. While the
supporting theory is:

2.1 Modulo

If a and m are integers and m > 0, according to the division rule a divided by m remains r or
a mod m = r and can be expressed as a = mqg + r, where 0 =r = m (Rahma, Rahmawati, &
Zukrianto, 2020). Example 9 mod 4 = 1, which means that 9 = 4x2 + 1, or can be expressed as
9 = 1(mod4). Next, find the inverse modulo based on aa™* = 1 mod m equivalent toaa™* = mq +r
so that a—* = Z3*2

2.2 Matrix

For example A, =I[a;], hence the minor of a;, which is symbolized by M;;, is the
determinant of the submatrix A which is obtained by removing all entries in the it" row and all
entries in the j" column. While the cofactor of a;; which is symbolized by C;; is (—1)"*/M;;. The
determinant of the matrix A, can be calculated by multiplying the entries in any row or column by
their cofactors and adding up the product where 1 =i = m and 1 = j =m (Rahma, Rahmawati, &
Vitho, 2020)

If A and B are square matrices and if matrix B can be found such that AB = BA = |, then A
is said to be invertible and B is called the inverse of A and can be written B = A™* (Rahmawati et
al., 2020). And the inverse of matrix A can be calculated by

Al= = Adjoin (&) = :

- |:1|:-t|:-maj|;|a|:|_tﬂ
modulo matrix is

C; (Rahma et al., 2022). Next in finding the inverse of the

determinant A

A~ = (Inverse modulo from determinant A)Adjoin(A) = (Inverse modulo dari determinant .-'5';]12;1T

a. Hill Cipher Encryption Algorithm

The Hill Cipher Encryption Algorithm is used to convert plaintext into ciphertext with the
following steps (Hasibuan et al., 2022): (a) Specify the Plaintext (original text) to be encoded. (b)
Determine the key matrix and it is an invertible matrix, that is, it has multiplicative inverse K™* so
that KK™* =1 (c) Convert plaintext into numerical form according to the predetermined conversion.
(d) Counting the number of characters in the plaintext. Next, the number of characters in the
plaintext is divided by the order of the specified key matrix. (e) Arrange the numeric plaintext into a
matrix (m x 1 if the key order is m x m). (f) Carry out the encryption process by multiplying the key
matrix by the plaintext matrix. Next, the result is modulated by n. (g) Convert to letters/text
according to the conversion table. Thus, we obtain ciphertext or password characters which are the
result of the encryption process.
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b.  Hill Cipher Decryption Algorithm

The Hill Cipher Decryption Algorithm used to convert cipher text back to plain text is as follows
(Fitroti et al., 2021) (a) Correspond alphabetically to numerically. (b) Change the ciphertext to
numeric. (c) The key used to decrypt the ciphertext into plaintext is the inverse modulo matrix of the
key matrix K (d) Calculating K inverse modulo matrix (K~1) where K.K~! =1(e)Multiply the

inverse modulo matrix by the ciphertext that has been transposed in a certain modulo (f) Obtained
transposed plaintext PT = K~*CT (ig)From the 5th point obtained P = (PT)?

Plaintext (Pl . Ciphertext [C] o Plaintext
Encryption . Decryption

Figure 1. Encryption and descryption

3. RESULTS AND DISCUSSIONS

A message contains the following: TARGET 1268X, where A=0, B=1, . . .., Z=25, 0=26, 1=27, ...
. ., 9=35. Encrypted using the Hill Cipher method with a key matrix

2 3 3
E=|1 2 2

g8 2 7

3.1 Encryption Process
Table 1. Convert plaintext
Plaintext Number
19

>Xo0OoONFEAM®IT>-
[
©

Because the number of plaintext characters is not enough for a 3x3 matrix key, character A
is added. The encryption process is carried out as follows:

a9 17 R
53 |mod 36 = |17| = |R
T

271 19

For character TAR
2 19
17

For character GET

Ln

C=

3
1 2 2|x
8 2 7
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2 3 3 i) 39 17 R
cC=|1 2 2]3 4]: 52]mnd36= 16]= Q]

g 2 71 li9 189 9 I
For character 126

2 5 31 [27] (2007 27 [C]
C=|1 2 2|x|28|=|147|mod 36=|3|=|D

g 2 71 132] 1495 ] 125 ] L2 ]
For character 8XA

2 5 31 [34] [183] [3] (D]
C=|1 2 2|x(23|=|80 | mod36=|8|=]|1I

g 2 71 Lol 13181 130 L4 ]

The encryption results obtained using the Hill Cipher algorithm are as follows:

Table 2. Encryption results
Plaintext Ciphertext

DXOONRFEAMEOXI>-
~A—0ONMNDODOOXTHUT

3.2 Decryption Process

The number of possible characters that can be encrypted is 36 (A to Z, 0 to 9). Based on
the matrix key K, the determinant value K = 23, the value 36 is relatively prime with 23. It is called
relatively prime if there are 2 numbers where the divisors of both numbers are not the same except
for factor 1 (YOHANES, 2022). Relatively good at being able to carry out the decryption process. If
it is not relatively prime then it is necessary to calculate the number of plaintext characters and the
K matrix key.

Inverse The value of the determinant K is K™+, obtained using the formula K=* = e
any value of q so that we obtain K~* which is not a fraction, with a value of m=36 (number of
characters).

Calculations to find the value of K™* with m=36 then K=* =

360 +1

are obtained as follows.

Table 3. Calculations to determine K ~*
q K
1.6087
3.1739
4.7391
6.3043
7.8696
9.4348
11.0000
12.5652
14.1304
15.6957
17.2609
18.8261

B
KRhEBoo~ourwNhR

Based on the calculation above with q=7, we get K ~*=11 (value without decimals)
Matrix cofactors K
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Cofactors K= |-20 —-10 36

1 -1 -1

10 o -1 4]

Adjoint matrix K

10 -29 4
AdjpintK=| 9 —10 -1
-14 36 -1

The inverse of the matrix K modulo 36 is

10 —-29 4 2 5 8
K'=11| 9 -10 -1|mod36=|27 34 25
—14 36 -1 26 0 25

Decryption of Ciphertext
Table 4. Convert ciphertext
Ciphertext Number
17

A—ONMNOOWCOIUTHDTD
©

For character RRT
2 3 a3 17
27 34 25|= |17 =

26 0 231 119

271
1512 | mod 36 =
Q17

19
0
17

Pl =

A

And so on for ciphertext R, Q, J, C, D, 2, D, |, 4, so that the decryption results are obtained

Table 5. Decryption results
Ciphertext Plaintext

A—ONMNOOCOIUTHDUD
>XOONRLAMOIT> -

If the key matrix K is changed to
i1 -2 1 4 1 1
4 4 3]or1{2:2 5 ElorKaz[?
21 2 3 2 3

]or E4 =

Ll

Kl=

=

2 4
-1 3]

1 2

the determinant value of the matrix K1 = 21. The value 21 is not relatively prime with 36 so

. . . . . mgt1

we cannot find the inverse of the value 21. The inverse of 21 modulo m is obtained by Kt = %
36q+1 i

which means K' = no g value causes K”(-1) to produce a whole value (no decimals).

&

Because the value 21 does not have an inverse modulo 36, this matrix cannot be used as a key
matrix. Furthermore, the relatively prime numbers with 36 include 5, 7, 11, 13, 17, 19, 25 and so
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on. If the determinant value of the key matrix is the same as these values, then it can be used as
the key matrix for the Hill Cipher algorithm. Likewise for the K2 matrix, the determinant value of K2
= 0. If the determinant value = 0 then the matrix has no inverse. Next are the K3 and K4 matrices,
these matrices do not have a determinant value. Thus, the four matrices cannot be used in
decryption, so they cannot be used as key matrices for the Hill Cipher algorithm.

4. CONCLUSION

The conclusion from this literature is that the Hill Cipher algorithm uses a matrix as a key in
encrypting and decrypting. The matrix used is a matrix of order mxm. For a 3x3 matrix, all plaintext
can be encrypted into ciphertext. In decryption, the inverse modulo matrix is used. Not all matrices
of order 3x3 can decrypt ciphertext back into plaintext. A matrix that can be used as a key is an
invertible matrix, where the determinant of the matrix is not equal to zero and the determinant value
of the matrix must be relatively prime with the number of characters that can be used as plaintext.
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