Jurnal Mandiri IT ISSN 2301-8984 (Print), 2809-1884 (Online)
Vol. 14 No. 1, July (2025), pp- 76-85 Published by Institute of Computer Science

Implementation of vision transformer for offensive language
detection on tiktok social media

Zulekha Rahmawaty?, Fatsyarina Fitriastuti?, Ryan Ari Setyawan?
12.3Informatics Engineering, Faculty of Engineering, Universitas Janabadra Yogyakarta, Indonesia

ARTICLE INFO ABSTRACT
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maintaining stability through the end of training. These findings
demonstrate that ViT is effective in extracting visual features from
image-based comments, even without access to raw text. This
approach is particularly relevant in the context of TikTok, where
comments often appear in visual formats such as thumbnails,
screenshots, or reaction videos. This research opens up opportunities
for the implementation of image-based offensive language detection
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1. INTRODUCTION

The rapid development of information and communication technology has driven the growth of
social media as one of the main platforms for interaction and information sharing. One of the most
prominent platforms is TikTok, a short video-based social media platform that has gained global
popularity and serves as a space for creative expression among its users. However, behind its
popularity, TikTok also presents serious challenges, particularly in the spread of offensive
language, hate speech, and other negative content. This phenomenon has a significant impact on
mental health, especially among vulnerable groups such as children and adolescents. Jadmiko &
Damariswara. (2022) revealed that teenagers tend to imitate offensive language they encounter on
TikTok, which can potentially disrupt their social and emotional development. Research by Bilali et
al. (2025) also showed that problematic use of TikTok is closely associated with increased
symptoms of anxiety, depression, and excessive sleepiness among adolescents, with a greater
impact observed in male users. In addition, Conte et al. (2025), through a review of 20 studies
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involving 17,336 respondents from 10 countries, found that TikTok may decrease life satisfaction,
increase the risk of behavioral addiction, influence body image and self-esteem, and contribute to
the spread of certain mental disorder symptoms. While the platform offers opportunities for self-
expression and social connection, these findings highlight the urgent need to address the
psychological impacts of TikTok use, particularly among adolescents who are still in the process of
emotional and identity development.

On social media platforms like TikTok, offensive comments not only disrupt user comfort
but can also impact mental health and foster an unhealthy communication culture. A study by
Jadmiko & Damariswara. (2022) found that teenagers often imitate offensive language
encountered on TikTok, making this phenomenon a real threat to the social and emotional
development of younger generations. Research by Nabila Budihartana & Sudrajat (2024) also
highlights the potential negative implications for communication ethics among users, particularly
adolescents. Therefore, the automatic detection of offensive language on social media has become
an urgent necessity as a strategic step to strengthen content moderation.

Various Natural Language Processing (NLP)-based approaches have been developed to
detect offensive comments. One commonly used method is the BERT (Bidirectional Encoder
Representations from Transformers) model, which is capable of deeply understanding sentence
context (Rendragraha et al.,, 2021) However, text-based approaches have limitations, particularly
on platforms like TikTok, where comments often appear in visual formats such as screenshots or
thumbnails rather than raw text.

Since many comments are conveyed in image format, computer vision-based approaches
are becoming increasingly relevant. Research by Sulistiyawati et al. ( 2022) highlights the need for
the development of visual-based automatic detection methods to identify offensive communication.
The Vision Transformer (ViT) has gained attention as an effective deep learning method for
processing image data by modeling spatial and contextual relationships simultaneously.As stated
by Islam. (2022) VIiT has successfully addressed various visual problems by focusing on long-
range relationships, which further supports its advantage over traditional models. ViT processes
images similarly to how text tokens are handled, making it highly effective in capturing offensive
patterns in visual content (Khan et al., 2022).

The Vision Transformer (ViT) model, introduced by Dosovitskiy et al. in 2021, has proven
to be highly effective in image classification tasks. The image is segmented into smaller patches,
which are then treated as sequential inputs similar to tokens in natural language processing,ViT is
capable of capturing a global understanding of the image (Romindo et al., 2023).This approach is
particularly well-suited for detecting offensive comments presented in image format on TikTok,
especially in the form of screenshots or video content containing abusive text.

This study aims to implement the Vision Transformer (ViT) model to detect offensive
language on the TikTok social media platform using a dataset of 1,401 manually labeled comment
screenshots. Labeling using Roboflow is a popular method for preparing image datasets for ViT
model training. The training process was conducted over 50 epochs, with evaluation using metrics
such as accuracy, precision, recall, and F1-score, which are widely implemented for assessing
binary classifier performance (Contreras Ortiz et al., 2025). After training, these metrics were
stored in a metrics.json file and visualized using Matplotlib, following standard practices in ViT-
based model training and other image classification tasks.

This research is expected to contribute to the development of image-based automated
content moderation systems on social media platforms. Moreover, this approach demonstrates
significant potential in utilizing visual data to detect offensive content, and it paves the way for the
integration of multimodal approaches combining text and image to produce more adaptive and
accurate detection systems (Romindo et al., 2023).

Despite the advancements in offensive content detection using image-based approaches,
one of the critical challenges in applying such methods on platforms like TikTok lies in the limited
access to APIs and restrictions in retrieving raw comment data. Unlike platforms that allow direct
access to structured text through APIs, TikTok often presents user interactions in image or video
formats, complicating the data extraction process. This constraint necessitates alternative
solutions, such as screenshot-based datasets, which although effective, introduce additional
preprocessing steps and may limit the scalability of the moderation system. Therefore, the choice
to adopt a computer vision-based method is not only driven by data characteristics but also by
platform-specific limitations in data accessibility.
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2. RESEARCH METHOD

This research falls under the category of quantitative experimental study, as it examines the
performance of a deep learning model based on Vision Transformer (ViT) in detecting offensive
language through visual data from TikTok. Quantitative research fundamentally utilizes numerical
data to systematically and objectively analyze phenomena. Kurniawan & Puspitaningtyas (2023)
explain that this approach emphasizes the measurement of variables in quantifiable statistical
terms. In this study, the model is not only evaluated but also developed and trained through an
experimental process using a structured dataset.

The nature of this research is descriptive, focusing on illustrating the performance of the
VIiT model in classifying images into two categories: offensive and non-offensive comments.
According to (Jannah et al., 2022) quantitative descriptive research aims to explain a phenomenon
through patterns revealed in the collected quantitative data. Model evaluation is conducted using
metrics such as accuracy, precision, recall, and F1-score, which are analyzed from the training
results over 50 epochs. This approach allows researchers to observe how well the model can
recognize patterns from visual data

The quantitative approach in this study was chosen because all stages from preprocessing
to model performance evaluation were carried out using numerical and statistical calculations.
Sujarweni & Wiratna (2023) emphasize that the quantitative method allows for data generalization
and objective analysis, making it suitable for research involving large-scale data processing or
statistical modeling. The training results are presented in the form of graphs to illustrate the model's
performance during training and to provide a visual overview of the model's learning process.

The initial stage of this research was data collection. The data were obtained from the
TubeTrendy platform, which archives TikTok videos and their user comments. The collected data
consisted of screenshots of user comments. The decision to use visual data was based on the fact
that comments on TikTok are often not available in extractable text format. This aligns with
(Abdullah, (2015) perspective that data collection in quantitative research is not limited to traditional
numerical data but can also include digital objects that are converted into a processable format.

By using visual data, researchers can fully capture the characteristics of the comments,
including their appearance, color, and text formatting. This allows for a deeper analysis of the
visual aspects of abusive comments. Comments visualized through screenshots also reflect the
real use of TikTok, where much of the content appears in the form of interface images. This
strategy expands the scope of modern quantitative research, as stated by Jannah et al.(2022), who
argue that this method can be combined with technological approaches to extract deeper insights.

The collected data was then manually labeled using the Roboflow platform, which was
selected for its efficient image dataset management capabilities. The labeling process resulted in
two categories: abusive language and non-abusive language. Of the 1,401 available images, 933
were categorized as abusive comments, and 468 as non-abusive. Due to the limited amount of
data, all samples were used for training without a validation split. Although this approach does not
assess the model’s generalization to unseen data, it is sufficient for an initial experimental stage
and for monitoring the model’s performance trends. However, it is worth reflecting to what extent
the dataset size (1,401 images) is sufficient to support claims of model stability, especially within
the scope of a visual-based binary classification task.

The next stage was image preprocessing. The images were resized to 224x224 pixels to
match the input requirements of the Vision Transformer. This transformation was performed using
the torchvision. transforms library within the PyTorch pipeline. The images were also converted into
tensors to be processed by the neural network. This procedure aligns with recommendations in
technology-based quantitative research, where input data standardization is a critical prerequisite
for achieving accurate and reliable training results (A. W. Kurniawan & Puspitaningtyas, 2023).

Research Flow

This research began with the process of problem identification and objective formulation,
namely to develop an image-based abusive comment detection model on the TikTok platform using
the Vision Transformer (ViT). The next step involved data collection in the form of screenshot
images (thumbnails) of TikTok comments from the TubeTrendy platform, which provides a
collection of public comments in visual format.

The collected data was then manually labeled using the Roboflow platform, categorizing
the images into two groups: abusive and non-abusive comments. Labeling was carried out carefully
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to ensure the quality of the training data. The next stage was image preprocessing, which included
resizing the images to 224x224 pixels and converting them into tensors to be compatible with the
VIT architecture. The Vision Transformer (ViT) model with the vit_base_patch16_224 architecture
was then initialized and adjusted to match the number of classes.

The training process was conducted gradually over 50 epochs using the Adam optimizer
and the CrossEntropyLoss function. At each epoch, the model generated predictions that were
compared to the ground-truth labels to calculate evaluation metrics such as accuracy, precision,
recall, and F1-score. These metrics were stored in a JSON file and the training log, and then
visualized as graphs to analyze the model's performance trends over time. The overall research

flow is illustrated in Figure 1 below.
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Model Architecture and Training Configuration

The model used in this study is the Vision Transformer (ViT), which was chosen for its
ability to capture spatial and contextual representations of images more effectively through the self-
attention mechanism, as well as its competitive performance compared to traditional convolutional
models in various image classification tasks (Zhang et al., 2023).

The architecture used in this study is vit_base patch16_ 224 from the timm library, which is
an implementation of the Vision Transformer (ViT) model introduced by Dosovitskiy et al
(2021).This architecture adapts the Transformer approach for computer vision tasks by dividing the
input image into small patches of 16x16 pixels, then processing them as a sequence of visual
tokens, similar to how words are processed in Natural Language Processing (NLP).

The model was initialized using pretrained weights from the ImageNet dataset (transfer
learning technique), and the classification head was modified to match the number of output
classes (2 outputs). This adjustment is essential because the pretrained ViT was originally trained
for 1,000-class classification tasks.

The model training process was carried out with the following configuration: a) Optimizer:
Adam, nown for its fast convergence and suitability for deep learning classification tasks; b)
Learning rate: 0.0001, selected to maintain stability during training; c¢) Loss function:
CrossEntropyLoss, commonly used for multi-class classification; d) Number of epochs: Trained
incrementally up to 50 epochs; e) Checkpointing: Model disimpan The model was saved at the end
of each epoch to allow training to be resumed in case of interruptions (e.g., Colab timeout or power
outage).

Evaluation Metrics and Logging

The model was evaluated using four main classification metrics: a) Accuracy: Persentase
The percentage of correct predictions out of all predictions; b) Precision: the correctness of positive
predictions, i.e., how many of the predicted positives are truly positive; ¢) Recall: The model's

Zulekha Rahmawaty, Implementation of vision transformer for offensive language detection on tiktok social
media



80 ISSN 2301-8984 (Print), 2809-1884 (Online)

ability to capture actual positive data; e) F1-Score:The harmonic mean of precision and recall,
which serves as an overall performance indicator, especially when there is class imbalance.

All metric values were stored in a metrics.json file, while the training log for each epoch
was recorded in log_training.txt. The final results were visualized using the Matplotlib library in the
form of performance graphs per epoch, showing the progress of accuracy, precision, recall, and
F1-score from epoch to epoch. This visualization served as the foundation for analyzing the
model's performance in the Result and Discussion section.

Evaluation Formulas
To evaluate the performance of the Vision Transformer (ViT) model in classifying TikTok

comments into two classes (offensive and non-offensive), four main evaluation metrics were used:
accuracy, precision, recall, and Fl-score. These metrics are essential to assess how well the
model consistently and accurately distinguishes between the two classes. The following are the
formulas and definitions:

1. Accuracy, measures the proportion of correct predictions out of the total data evaluated.

TP + TN
TP + TN + FP + FN
2. Precision, measures the accuracy of positive predictions, i.e., how many of the comments
predicted as “of;epnsive” are truly offensive.

Akurasi =

Presisi = TP'-I-—FP
3. Recall (Sensitivity), measures how many offensive comments were correctly identified by the
model.
Recall i
T TTIP+EN

4. F1-Score, the harmonic Mean of precision and recall, used to evaluate the balance between
detection capability and prediction accuracy, especially when the data is imbalanced.
Fl_s Presisi x Recall
— aCcare =

Presisi + Recal

Explanation
e TP (True Positive): Offensive comments correctly classified as offensive.
e TN (True Negative): Non-offensive comments correctly classified as non-offensive.
o FP (False Positive): Non-offensive comments incorrectly classified as offensive.
e FN (False Negative): Offensive comments that were not detected by the model.

3. RESULTS AND DISCUSSIONS
Model Training Results

The training process of the Vision Transformer (ViT) model was carried out over 50 epochs
in stages using a dataset consisting of screenshot images of TikTok comments that had been
manually classified into two categories: offensive and non-offensive language. The dataset
contained a total of 1,401 images, with 933 labeled as offensive and 468 as non-offensive

The model was trained without a validation split, meaning all data were used solely for
training. This approach was taken due to the limited size of the dataset. However, it still allowed for
monitoring the learning trends of the model throughout the training process by recording key
evaluation metrics accuracy, precision, recall, and F1-score at each epoch.

The model was trained using the Adam optimizer with a learning rate of 0.0001 and the
CrossEntropyLoss function, commonly used for multi-class classification tasks. To prevent loss of
progress due to system interruptions (such as Google Colab timeouts), model weights were saved
at the end of each epoch (checkpointing) to Google Drive.

Table 1. Performance metrics of vit model at selected epochs

Training
Epoch Accuracy (%)PrecisionRecall F1- Score
1 63,24 0,5190 0,5094 0,4814
5 76,52 0,7420 0,7065 0,7174
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Training
Epoch Accuracy (%)PrecisionRecall F1- Score
10 93,29 0,9303 0,9177 0,9235
15 99,00 0,9898 0,9877 0,9887
20 98,64 0,9829 0,9808 0,9818
25 97,72 0,9619 0,9701 0,9660
30 98,93 0,9808 0,9829 0,9840
35 98,50 0,9806 0,9744 0,9775
40 99,93 0,9979 1,000 1,000
45 99,36 0,9895 0,9915 0,9904
50 98,86 0,9829 0,9829 0,9829

From the table, the results indicate that the model experienced a significant performance
improvement starting from the initial epochs. Beginning with an accuracy of 63.24% at epoch 1, the
model successfully achieved over 99% accuracy after epoch 15. This improvement reflects the
effectiveness of the Vision Transformer (ViT) architecture in learning visual patterns from TikTok
comment data.

In addition to accuracy, both precision and recall also increased significantly. Precision
rose from 0.5190 at epoch 1 to over 0.98 after epoch 15, indicating The capability of the model to
accurately identify offensive comments with minimal false positive classifications. Similarly, recall
improved from 0.5094 to above 0.98, showing that the model was able to recognize most offensive
comments without missing many (low false negatives).

The F1-score, which represents the harmonic mean of precision and recall, also
demonstrated consistent model performance, remaining above 0.98 from epoch 15 onwards. This
stability confirms that the model is not only accurate but also balanced in handling both classes
offensive and non-offensive comments effectively.

Visualization and Graph Analysis

To provide a more comprehensive understanding of the Vision Transformer (ViT) model’'s
performance during training, visualizations of four key classification metrics Accuracy, Precision,
Recall, and F1-Score were generated. These metrics were computed at each epoch and stored in
the metrics.json file. Upon completion of training, the metric data were visualized in the form of
graphs using the matplotlib library.

The graphs illustrate the model's performance progression from epoch 1 to epoch 50. In
general, all metrics showed significant improvement as the number of epochs increased, with a
trend approaching maximum values (near 1.0 or 100%) after epoch 15.
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Figure 2. Training accuracy over epochs

The Vision Transformer (ViT) model used in this study demonstrated excellent
performance in detecting toxic comments on the TikTok social media platform, as reflected by a
significant improvement across Performance was analyzed based on key statistical indicators
accuracy, precision, recall, and F1-score throughout the 50 training epochs. In the early phase of
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training, the model’s accuracy was relatively low, starting at 63.24% in the first epoch. However,
the improvement occurred rapidly, and by epoch 15, accuracy had surpassed 99%. After this point,
the model’s performance remained stable, with accuracy ranging between 98.5% and 99.9% until
the end of training. This stability indicates that the model not only learned quickly but also
consistently maintained a high classification capability throughout the training process.

Precision, as an indicator of the model’s accuracy in predicting the positive class (toxic
comments), also showed a sharp upward trend. Initially, the precision score was 0.5190 in the first
epoch, but it steadily increased to 0.9898 by epoch 15. This high precision indicates that the model
rarely produced false positives.i.e., neutral comments were seldom misclassified as toxic. This is
crucial in ensuring accurate content moderation and preventing the over-filtering of harmless
comments.

In addition to precision, the model’'s recall score also exhibited significant improvement.
Starting from 0.5094 in the first epoch, recall increased to 0.9877 by epoch 15 and even reached a
perfect score of 1.000 at epoch 40. A recall of 1.000 indicates that the model was able to identify
nearly all toxic comments in the dataset with minimal false negatives. Such a high recall is
essential for building a reliable detection system that captures all forms of offensive speech,
particularly important for safeguarding younger users in online environments.

The F1-score, which combines precision and recall, provided a comprehensive view of the
model’s overall performance. Beginning at 0.4814 in the first epoch, the F1-score surged to 0.9887
by epoch 15 and remained consistently high, ranging between 0.97 and 1.00 through to the final
epoch. A high and stable F1-score suggests that the model excels not only in one aspect (either
precision or recall) but maintains a balanced ability to distinguish between toxic and non-toxic
comments. This strongly supports the viability of using ViT-based approaches in image-based toxic
language detection systems, particularly on platforms like TikTok.

Discussion

The Vision Transformer (ViT) model used in this study demonstrated excellent
performance in detecting offensive comments on TikTok, as evidenced by significant improvements
in key evaluation metrics accuracy, precision, recall, and F1-score over 50 training epochs. In the
initial stages, the model’s accuracy was relatively low at 63.24% in the first epoch. However,
performance improved rapidly, and by epoch 15, the accuracy had surpassed 99%. After this point,
the model's performance stabilized, maintaining accuracy between 98.5% and 99.9% until the end
of training. This level of stability indicates that the model not only learns quickly but also retains a
high level of classification capability throughout the training process. Given the rising popularity of
social media platforms like TikTok, especially among younger generations(Krisdanu & Kiranastari
Asoka Sumantri, 2023; Wallace, 2024) ,such detection capabilities are crucial.

Precision, as an indicator of how accurately the model predicts the positive class (i.e.,
offensive comments), also showed a steep increase. From a low value of 0.5190 in the first epoch,
the model's precision steadily rose to 0.9898 by epoch 15. This high level of precision suggests
that the model rarely produces false positives neutral comments are seldom misclassified as
offensive. This is essential for ensuring that moderation systems do not overly filter comments that
are actually harmless. In a previous study, Dwitama (2021) emphasized that minimizing false
positives is critical in hate speech detection on social media platforms.

Recall also experienced significant improvement. Beginning at 0.5094 in the first epoch, it
increased to 0.9877 by epoch 15 and reached a perfect score of 1.000 by epoch 40. A recall of
1.000 indicates the model’s ability to identify nearly all offensive comments in the dataset without
missing any (i.e., very low false negatives). With such a high recall, the detection system becomes
highly reliable in capturing all forms of offensive speech crucial for creating a safer digital
environment, particularly for younger users. Jadmiko & Damariswara, (2022) also noted that
children and adolescents are especially vulnerable to the influence of harsh language online,
highlighting the need for early detection.

The F1l-score, a harmonic mean of precision and recall, provided a comprehensive
overview of the model’s performance. Starting from 0.4814 at the beginning of training, it rose
sharply to 0.9887 by epoch 15 and remained consistently high in the range of 0.97 to 1.00 until the
final epoch. A high and stable F1-score indicates that the model performs well not just in one area
(either precision or recall) but maintains a balanced ability to detect both offensive and non-
offensive comments. This strengthens the confidence that ViT-based approaches are effective for
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image-based toxic language detection systems, especially on platforms like TikTok. According to
Kurniawan & Mustikasari, (2021), deep learning-based visual processing approaches have proven
effective in addressing issues of harmful content, including image-based comments frequently
found on TikTok(Alifah Arde Ajeng Hamidah et al., 2023)

Although achieving perfect recall and F1-score values (1.000) may seem impressive, this
condition needs to be critically analyzed because training and evaluation were performed on the
same dataset without a validation split. This situation increases the risk of overfitting, where the
model does not truly learn generalized patterns but merely memorizes the characteristics of the
training data (Zhu et al., 2023). This aligns with the findings of Steiner et al.(2022), which
emphasize that Vision Transformer (ViT) models are highly dependent on dataset size and prone
to overfitting when data is limited and augmentation or regularization strategies are not optimally
applied. Furthermore, demonstrated that the absence of a validation set makes overfitting detection
difficult, thus additional monitoring or alternative methods such as gradient-based early stopping
should be considered. A perfect F1-score on training data can also be misleading because this
metric does not necessarily reflect the model’s generalization ability (Chicco & Jurman, 2020).
Therefore, employing stricter evaluation strategies, such as using a validation split or applying
cross-validation techniques, is crucial to ensure that the reported performance truly represents the
model’s generalization capability in real-world scenarios.

4. CONCLUSION

This study successfully implemented the Vision Transformer (ViT) model to detect offensive
language on the TikTok social media platform using an image-based approach. Utilizing a dataset
of 1,401 classified screenshots of comments, the model demonstrated exceptionally high
performance during training over 50 epochs without an explicit validation data split. The achieved
metrics include an accuracy of 99.93%, precision of 0.9979, recall of 1.000, and an F1-score of
1.000. These results indicate that ViT is highly effective in recognizing visual patterns associated
with offensive language, consistent with previous studies showing that Vision Transformers excel in
capturing long-range visual dependencies and can achieve high performance across various image
classification tasks (Chhabra & Kumar Vishwakarma, 2024; Liu et al., 2022; Touvron et al., 2021).

The model exhibited stable performance without significant fluctuations during training,
indicating that overfitting did not occur despite the absence of a separate validation set. Empirical
studies on ViT training have shown that, with proper regularization and augmentation techniques,
ViT can achieve high performance even on medium-sized datasets without experiencing
performance degradation due to overfitting (Steiner et al., 2021). Additionally, integrated research
has revealed that the phenomenon of patch-level overfitting in ViT can be mitigated through
dynamic augmentation strategies such as MixUp and PatchErasing, which enhance the model's
generalization to visual variations (Zhang et al., 2022). These findings demonstrate that an image-
based approach, when combined with well-managed training strategies, can be an effective
alternative for detecting offensive language on platforms like TikTok. The model is capable of
recognizing offensive content directly from image representations without relying on raw text data.

For further development, it is necessary to evaluate the model's generalization capability
through cross-validation or a more systematic data split, as well as expand the dataset with more
complex visual variations. This approach can serve as a foundation for adaptive and effective
visual-based automatic content moderation systems across various social media platforms, as also
demonstrated in the TikGuard study, which utilized a transformer-based model to detect
inappropriate video content for children on TikTok (Balat et al., 2024)

Furthermore, to enhance the robustness of content moderation systems, future research
should explore the integration of visual and textual modalities into a unified multimodal detection
system. Architectures such as VAULT have demonstrated success in combining text and images
for sentiment analysis tasks on social media, highlighting the effectiveness of this approach in
handling complex data (Chochlakis et al., 2022). Similarly, the Semantic Fusion method, which
merges visual and textual inputs, has proven to improve the validation of multimedia moderation
tools (Wang et al., 2023). Another study, such as METER, illustrates efficient fusion strategies for
processing multimodal data in end-to-end transformer-based models (Dou et al., 2022). Therefore,
implementing a content moderation system that integrates NLP and computer vision can provide a
more comprehensive and context-aware framework, which is highly relevant for platforms like
TikTok with visually rich content.
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