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ARTICLEINFO ABSTRACT

Article history: This study describes the development of a web based correspondence

. information application for managing incoming and outgoing letters in
ngce!veg Bec 5(2) gggg the Kamar Sandi unit (Pamsisinfosan Division, Pusdatin Kemhan RI),
A eV|sted Jec 13‘ 2026 replacing a legacy Visual Basic desktop system with unreliable
ceepted Jan 19, database access, single host limitation, no scheduled backups, and a
non intuitive interface. This research employs the Rapid Application

Keywords: Development (RAD) method to facilitate iterative prototyping and rapid

) ) adaptation to operational requirements. Using a modular

Audit Trail; Laravel/Livewire + MySQL stack, the application centralizes letter

Backup—Restore; metadata and master data (origin/destination, security degree,
Correspondence Management; communication channel, cryptographic system) and provides automated
) RBAC; agenda numbering, role-based access control (Admin, Pimpinan,

Web Information System. Petugas), and a secure flow for classified letters via PIN validation and

hashed identifiers. Supporting modules include a notification center,
activity/audit logs, Excel/PDF export, and scheduled backup-restore
with PIN gated downloads. Evaluation results indicate a significant
increase in operational efficiency, evidenced by a ~60% reduction in
mail recording time and a decrease in data retrieval duration from over
10 minutes to under 5 seconds, with a 100% success rate in eliminating
agenda duplication errors. The application operationalizes these
findings through granular authorization, input & CSRF validation, gated
secret document access, indexed search with multi criteria filtering, and
integrated backup-restore enhancing accessibility, retrieval efficiency,
and auditability while lowering operational risk. Key contributions are:
(1) translating migration pain points into an iterative implementation, (2)
embedding security and preservation features at design time, and (3)
presenting an evidence aligned functional model for government
records management. Future enhancement can add retention policy
automation and secure inter agency integration.
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1. INTRODUCTION

The efficiency of information management within defense institutions, specifically the Data and
Information Center (Pusdatin) of the Ministry of Defense of the Republic of Indonesia (Kemhan RI),
relies heavily on the reliability of mail administration systems. Systematic documentation of incoming
and outgoing mail activities is an absolute prerequisite for ensuring rapid and accurate information
accessibility (Afifah et al., 2025). However, the current digital infrastructure in the Kamar Sandi
Pamsisinfosan still relies on a legacy desktop-based application (Visual Basic) which possesses
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critical limitations. Technical constraints such as locked databases (inaccessible) despite ongoing
data recording, single-access restrictions tied to specific hardware, and the absence of automatic
backup mechanisms have led to decreased operational efficiency and increased the risk of losing
strategically valuable historical data (Chandra et al., 2024). Such weaknesses in data management
often trigger information redundancy and hinder work efficiency due to the absence of centralized
data validation (Nazwa Hanifah & Muhammad Irwan Padli Nasution, 2025).

Public service transformation demands a paradigm shift from isolated systems toward
integrated architectures. Recent studies confirm that migration to web-based systems is a crucial
step to overcome recording inconsistencies and multi-location access limitations (Hamdani et al.,
2024). The application of modern frameworks like Laravel in government mail archive management
systems has proven capable of improving numbering accuracy and data storage security compared
to conventional methods (Lailatul Fitria & Umi Chotijah, 2024). Furthermore, effective e-government
implementation requires Role-Based Access Control (RBAC) and disaster recovery mechanisms to
minimize data redundancy (Supriadi & Sa’uda, 2025). The use of RBAC is crucial for limiting user
access rights according to their duties, thereby maintaining data integrity from unauthorized access
(Khairi, 2024). In the context of sensitive information security, system success is measured not only
by functionality but also by the readiness of security infrastructure such as granular authorization,
audit trails, and encryption, which must be planned from the early stages of the development cycle
(Setiawan et al., 2025).

However, prior public-sector correspondence and e-archive studies generally do not integrate
layered security controls, specifically Role-Based Access Control (RBAC), hashed identifiers, and
PIN-gated classified access, together with centralized agenda numbering and disaster recovery into
a single coherent design for sensitive units. Furthermore, existing literature rarely reports
transparent, measurable efficiency and reliability outcomes before and after implementation, and
provides limited guidance for multi-role, cross-location operations. SI-KASA is specifically positioned
to fill this gap by combining secure-by-design architecture, centralized agenda governance, audit
trails, and automated preservation (backup and restore) mechanisms with defined indicators for
efficiency, reliability, and usability. This system aims to replace the problematic legacy infrastructure
by managing incoming and outgoing mail centrally, ensuring the mail management process at the
Kamar Sandi Pamsisinfosan Pusdatin runs efficiently, transparently, and securely.

With this research, it is expected that the contribution is not limited to the technical aspects of
system development, but also provides strategic learning regarding migration from desktop to web
systems (Kanugraha & Abimanyu, 2023), the importance of good system documentation (Najihah,
2023), and effective data backup-restore strategies (Sari & Nasution, 2025). Specifically, this
research aims to eliminate data redundancy and ensure zero data loss through a centralized web
architecture. The results are expected to serve as a reference for other work units within the Kemhan
RI environment and government agencies that still use legacy desktop-based systems. To achieve
these objectives, the system development employs the Rapid Application Development (RAD)
method, which allows for iterative prototyping and rapid user feedback adaptation, ensuring the final
logic aligns perfectly with the unique operational protocols of the Kamar Sandi.

2. RESEARCH METHOD

The method used is Rapid Application Development (RAD), which emphasizes rapid iteration with
intensive user involvement. The RAD method was chosen because it prioritizes gradual development
processes, which is very suitable for projects with tight deadlines. Unlike the Waterfall model which
is often too rigid for evolving security requirements, or Agile Scrum which demands high product
owner availability that is difficult to fulfill in this unit's operational tempo, RAD is preferred here as it
allows for rapid prototyping and immediate user feedback within a fixed strict deadline. RAD focuses
on short and responsive development cycles, with strategies focused on prototyping, iterative
repetition, and continuous feedback acceptance (Siswaya & Setiawan, 2025). To ensure the study's
replicability, the research subjects involve three specific user roles, namely Administrators, Picket
Officers (Petugas Piket), and Leaders (Pimpinan). Data collection techniques utilized semi-structured
interviews with Officers of Pamsisinfosan to gather core requirements and direct observation of
features from the previous legacy application to identify functional gaps. The research flow is
illustrated in Figure 1.
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Figure 1. RAD Method

The detailed stages of the research implementation are as follows:

1. Requirements Planning: Gathering requirements through interviews and observation of the mail
recording process, identifying problems (limited access, no backup, minimal audit). Success for this
phase is evidenced when the agreed scope and risk controls (RBAC, audit, backups) are
documented and traceable to planned features (Masaid et al., 2024).

2. User Design: Creating initial interface designs (recording forms, mail lists with filters, activity
dashboards). Prototypes are evaluated by potential users (Officers, Admins, Leaders) and revised.
This phase aims to achieve user consensus through iterative feedback loops before proceeding to
the coding stage (Wirapraja & Kardinata, 2025).

3. Construction: Gradual implementation of core modules (incoming/outgoing mail recording, master
data management, authentication & roles, notifications, backup/restore). Black-box testing is
conducted per module to ensure functions meet specifications. The success criterion is a 100%
"Valid" result on all functional test cases, indicating zero critical bugs (Bagus Aryandra & Cahya
Wardhana, 2024).

4. Cutover: Final integration, necessary data migration, brief user training, and operational transition
from the old application to SI-KASA. Evaluation is performed using User Acceptance Testing (UAT)
which contains scenarios, test cases, expected results, testing results, and remarks for each role to
measure the success rate of functions. Additionally, time efficiency is measured by comparing the
process duration before and after implementation (Suwintana & Sudiadnyani, 2020).

3. RESULTS AND DISCUSSIONS

In this section, it is explained the results of research and at the same time is given the comprehensive
This section explains the results of the system design aimed at translating requirements into clear
and auditable models, minimizing ambiguity, and serving as a reference for implementation.

Use Case Diagram

The Use Case Diagram is used as a primary modeling tool due to its strong ability to
describe system behavior in a way that is easily understood by all stakeholders (Setiyani, 2021). This
diagram identifies external requirements and actor interactions with the designed system, as shown
in Figure 2. In SI-KASA, there are three main actors: Admin (managing master data and users),
Officer (recording mail and dispositions), and Leader (monitoring dashboards and reports). This
diagram helps capture essential functions that the system must perform and the boundaries of
actions available to each role.
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Figure 2. Use Case Diagram

Activity Diagram

The Activity Diagram is a behavioral diagram that depicts the internal processes of various
operations within a program by utilizing node and edge elements (Ramdany, 2024). This diagram is
highly useful for visualizing business workflows clearly, assisting in process efficiency analysis, and
identifying potential issues.
a. Login Activity Diagram

lllustrates the sequence of activities when a user accesses the system, as depicted in
Figure 3. The user enters credentials, the system validates the format and searches for the account
in the database, then verifies the password (hash). If valid, the system directs to the dashboard
according to the role (RBAC); if not, the system displays an error message. This flow asserts access
control as a prerequisite for all subsequent processes.
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Figure 3. Login Activity Diagram

b. Mail Recording Activity Diagram

Explains the end-to-end recording flow illustrated in Figure 4. After the officer completes
the form (Agenda Number, Narkom, Subject), the system validates input and checks for agenda
number duplication. The system then uploads digital attachments, generates a unique number, and
saves the transaction atomically to the database. Notifications are sent as feedback of success to
the user.
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Figure 4. Mail Recording Activity Diagram

c. Report Activity Diagram

Figure 5 illustrates how users browse data: the system loads the initial list, the user sets
multi-criteria filters, the system executes indexed queries and displays results. Users can view details
or export to Excel. This flow ensures rapid and consistent retrieval.
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Figure 5. Report Activity Diagram

d. View Letter Data Activity Diagram

Depicts the data retrieval and filtering workflow as shown in Figure 6. The user selects the
letter data menu, triggering the system to load and display all available letter records from the
database. When the user applies search filters (date range, category, type, sender, recipient), the
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system queries the database with the specified criteria and presents the filtered results. The user
can then view detailed information for specific letters or export the data to Excel format for external
analysis. This flow ensures efficient data browsing with flexible filtering capabilities and multiple
output options.
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Figure 6. View Letter Data Activity Diagram

Class Diagram

The Class Diagram allows for the declarative modeling of the static structure of an
application domain by representing concepts and the relationships between them (Paradis et al.,
2022). This diagram plays a crucial role in depicting the static structure of the SI-KASA system as
shown in Figure 7, displaying main classes such as User, SuratMasuk, SuratKeluar, Disposisi, and
LogAktivitas along with their attributes and methods. This visualization helps developers understand
the system architecture in an organized manner, facilitating the code implementation process and
the maintenance of data entity relationships in the future.
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Figure 7. Class Diagram

System Results

The next development step is implementation. This stage demonstrates the tangible
interface design of SI-KASA and how each page supports the mail agenda management business
process in a structured, secure, and easily traceable manner.
a. Login Page

Figure 8 displays the login page which serves as the initial gateway to the system. Users
enter their username and password, then the system validates the format and credentials. A
minimalist layout focusing on authentication elements helps reduce input errors and speeds up
access. The agency logo at the top reinforces the system identity and official usage context.

SI-KASA

Figure 8. Login Page

Figure 9 shows the security code verification mechanism (captcha) after credentials are
entered. Users are required to retype the displayed random numbers. This layer adds protection
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against automated attacks (bots) while enhancing the integrity of the login process before access
rights are granted. A code refresh button allows regeneration if the code is difficult to read.

Nk ke KASA

Figure 9. Login Page (2)

b. Officer Dashboard

Figure 10 represents the initial view after successful authentication for the Officer role. The
dashboard presents function cards (recording, reports, mail data) and metric summaries (total mail,
incoming/outgoing classification, ordinary/secret category). This aggregate presentation helps
prioritize daily work and provides data health indicators (e.g., distribution of secret vs. ordinary mail).
Side navigation maintains consistent access to modules.

SI-KASA

Dashboard Petugas

& Ststierk Sunt 10 vk Terpkonk) Aktieras Tarbaru

Figure 10. Officer Dashboard

c. Data Recording

Figure 11 shows the top section of the recording page with two selection blocks: mail type
(incoming or outgoing) and category (ordinary or secret). This visual separation forces users to
classify from the start, preventing miscategorization that could affect disposition flows and access
control. Active status is marked with contrasting colors to reduce selection ambiguity.
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Figure 11. Data Recording

Figure 12 displays the complete recording form. Fields provided include agenda number
(automatic or controlled), mail number, date and time, origin/destination, carbon copy (CC), degree,
sarkom/cryptographic system, number of pages/copies, document upload, and assignment of related
officers. The side panel displays a list of recent mail as a quick reference to avoid duplication.
Validation is applied to ensure data completeness before atomic transaction storage.
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Figure 12. Data Recording

d. Report Page

Figure 13 shows the report module presenting a recap per period. Users can select a year,
then view a summary per month: total mail, incoming/outgoing classification, and separation of secret
and ordinary categories. The table structure allows for quick auditing of volume trends and anomaly
identification (e.g., spikes in secret mail). Formatted data is ready to be exported for leadership
reporting needs.
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Figure 13. Report Page

e. Mail Data Page

Figure 14 displays the retrieval feature with multi-criteria filters: date range, category, type,
agenda number, mail number, sender, recipient. This targeted search mechanism speeds up the
investigation process or specific document retrieval. The bottom section displays dynamic metric
summaries (total mail, incoming mail, outgoing mail, active period) as feedback on the data context
being filtered.
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Figure 14. Mail Data Page

Testing and Comparative Evaluation

Testing was conducted to verify functional compliance and measure operational efficiency
improvements.
a. Black-Box testing

Black-Box testing is a specification-based testing method that assesses software from the
outside without knowing the internal structure/code; testers design test cases from requirements or
contracts, provide input through available interfaces, then evaluate whether the observed output and
behavior meet expectations. Its utility includes verification of functional requirement fulfillment, input-
output and business rule validation, and interface compatibility and regression checks at the real
usage level (Romdhana et al., 2022). The goal is to ensure features visible to users or other systems
run according to contract, finding functional/integration defects as early as possible, and enhancing
reliability from the user's perspective without relying on implementation details (Dharmaadi et al.,
2025). The results of the system functionality testing can be seen in Table 1.
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Table 1. Blackbox Testing

Page / Module Test Scenario Expected Result Test Result Remark
Login User System validates and Successfully entered Pass
(Admin/Officer/Leader) redirects to role-specific appropriate

logs in with valid dashboard dashboard
credentials

Login User logs in with invalid System rejects and Input error message Pass
credentials displays error message appeared

Dashboard Admin/Officer/Leader Dashboard displays mail Statistics and charts Pass
views statistical metrics, charts, and displayed accurately
summary notifications

User Admin adds or updates User data saved/updated New user Pass

Management user data in database successfully

created/updated

Mail Recording Officer records new Mail saved with auto- Mail successfully Pass
incoming/outgoing mail  generated agenda number  saved and notified

Mail Recording Officer uploads PDF File uploaded and saved File successfully Pass
attachment on server uploaded and

previewable

Mail Data Officer searches mail by System displays relevant Searched mail data Pass
agenda number or date search results successfully
filter displayed

Report User views and Report preview appears Report successfully Pass
downloads monthly and file downloads previewed and
recapitulation (PDF/DOCX) downloaded

Document User downloads secret System requests security Correct PIN input

Access mail document PIN before download grants download

Notification System receives new or Real-time notification  Notification received Pass

urgent mail

appears for related users

with badge counter

b. User Acceptance Testing (UAT)

UAT validated specific security workflows involving actual users. The results demonstrate
that the "Document Access" feature successfully demands a PIN before downloading secret files,
and the "Notification" module delivers real-time alerts. This confirms that SI-KASA’s security
infrastructure—specifically granular authorization—is operationally ready, addressing the gaps found
in generic e-office systems.

c. Quantitative Comparative Analysis
To measure success, a comparative analysis between the legacy desktop system and SI-
KASA was conducted (Table 2).

Table 2. Efficiency comparison

SI-KASA
1 -2 minutes
< 5 secs (indexed search)
Zero (System Validation)
Multi-User Concurrent

Metric
Avg. Recording Time
Retrieval Speed
Error Rate
Availability

Legacy System
4 - 5 minutes
> 10 mins (manual scroll)
High (Duplicate Agendas)
Single Access (Queueing)

Improvement Impact
~60% Faster
~99% Faster

Eliminated
High Availability

4. CONCLUSION

The development of SI-KASA using the RAD method successfully modernizes mail management in
sensitive environments by replacing legacy systems through centralized recording, cross-location
accessibility, and automatic backup mechanisms that reduce data redundancy. Empirically, this
research confirms a significant increase in operational efficiency, evidenced by the reduction of data
retrieval time from minutes to under five seconds and the complete elimination of agenda number
duplication errors compared to the legacy infrastructure.The system strengthens information security
architecture through the implementation of Role-Based Access Control (RBAC), CSRF validation,
hashed IDs to prevent IDOR, as well as PIN gating and audit trails aligned with global standards
(Marin-Lopez et al., 2020; Taresh Mehra, 2024; Yeuet et al., 2024). In line with literature, the
adoption of web-based mail systems accelerates data recording and retrieval, while demanding
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mature digital archive governance (Santosa, 2024). However, this study is currently limited to the
internal operational scope of the Kamar Sandi and has not yet addressed integration with external
inter-agency systems or mobile platform accessibility. For sustainability, the integration of end-to-
end encryption, two-factor authentication (2FA), and smart notifications is recommended to enhance
operational effectiveness and compliance with high-level security protocols.
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